
    
  

  
iTechSolv 
Security is a Process, not a Product  

Managed Malware Onsite Cleanup 
 
Managed Malware Onsite Cleanup service encompass the followings : 
  
Diagnosis 
 

q Identify and discover malware in network 

q Identify illegitimate Windows processes of computer 
system 

Remedy 
 

q Run antivirus and antispyware tools that track and  fix 
virus and spyware infestations.  

q Fix window registry to prevent re-infestation  

q Generates summaries and detailed administrative 
reports that show infection and clean up status 
enterprise-wide 

Protection 
 

q Reducing attack surface by stopping all unnecessary 
applications and processes 

q Applying security updates 

q Install host-based firewall 

q Hosts Vulnerability Testing 

q Install antivirus and anti-spyware programs  

q Window Registry hardening for PCs and hosts  

q Provision of security advise to security policy, least 
privileges policies  

 
Key Benefits 
 

q Complete cleanup to minimize further damage and 
losses which cause malware re-infection and 
infection to other computer system 

q Speedy recovery of system to minimize further 
losses from malware outbreak 

q Reduce costs and management overhead for 
incident response 

q Comprehensive Incident Response action plan to 
mitigate backdoor creation from further damaging 
system 

 

Managed Security 
Services 
 
• Malware Outbreak 

Prevention Suite 
• Managed Malware 

Onsite Cleanup  
 
 
Security Services 
 
• Policy Review and 

Assessment 
• Network Architecture 

Design Assessment  
• Vulnerability 

Assessment 
• Intrusion and 

Penetration Testing 
 
 
Systems Integration 
 
• Firewall 
• IPS 
• IDS 
• Antivirus 
• VPN 
• Web Filtering 
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